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E-Mail Security

Keeping you free of clutter; Protecting your computer
robert-lerner.com

Overview

In this paper, | will present to you a few different security issues, and ways of preventing them.
This should be taken as an entire anecdote, instead of only applying the easy ones -- because each of
these avenues of attack are viable for a perpetrator. It should also be noted that it is impossible to keep
this in "easy terms", so you might as well do some Googling and learn about terms you don't know of.

Why Spam EXists

Spam exists for the simple reason commercials exist on the radio and TV. If you go to the train
station, ride a cab, or are at the airport; you're destined to see some sort of advertising. Spam is no
different.

In the world of marketing, people offer a space on their property (for example, a billboard) for
rent. Should there be sufficient traffic past the sign, an advertiser will assess the value and if the owner
and advertiser come to agreement, a sale is made. It's this prerequisite "site analysis" that actually
makes the sign worth money. If you were to have the exact same sign in the middle of the dessert, good
luck finding advertisers.

Performing a Site Analysis of an E-Mail Account

Similar to the example above, people who spam have to perform a "site analysis" of e-mail
accounts. The ones worth the most money contain all of the following, while removing items removes
value:

Name (First, Middle, Last, Salutation, etc)

Address (your geographical one, and your E-Mail one)
Phone Number(s)

Frequented Sites, recent purchases, interests of any sort
Gender, Age, and other demographic information

YV V VYV VYV

Medical, Legal, or Financial information

This list isn't meant to be exhaustive, however you'll probably see a common trend here. With
billboards, you have to make a general assumption that everybody travelling westbound on road x is
craving a hamburger. With a proper e-mail site analysis, you really know your target audience. Perhaps |
know you live in Chicago, Illinois, and you recently ordered a car magazine subscription. | may try to
tempt you into buying Chicago Auto Show tickets from me. This may sound convenient, but since you
wouldn't buy tickets from anybody on the street -- why do it online?
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First Line of Defense: Good Passwords

In almost any rhetoric regarding computer security, you'll find something about how badly you
should be using passwords. For good reason. Every lock can be picked, every account can be hacked.
There's no such thing as absolute security -- just a fact of life. What you can control is how hard your
"lock" is to "pick." A very general rule of thumb is this: If you can Google your password, and get results,
it's a very poor password.

Notoriously bad passwords:

Password
abc123
123456
gwerty

YV VY

Another fact of security is: People want their lives to be simple, and secure. Any security
professional can tell you that security and convenience is a teeter-tauter. You can't have the best of
both worlds. Either you remember 55 passwords, do a retinal scan, fingerprint scan, facial recognition,
and answer "What is my Mother's maiden name"...or you can use one password to do the same thing.
Most people will assign their passwords as parts of their social security number, birthdates of
themselves or close relatives, nick names, favorite sports team/players, etc. Most of this information
can be found by reading your "About Me" on social networking sites, and several jurisdictions offer
public records, where | can pull up your license number, car type, what tickets you had, birthday,
address...l can even look online for your phone number. Even if you never put it up, don't assume that
your phone company didn't, your court didn't, or your family hasn't. While typing these names
backwards, pre-pending or appending numbers, or simple replacement (for example: Bob Lerner to
BObL3rn3r) are all easily exploitable should a hacker have enough time and energy.

Retaliation Spam -- How it happens

You may get spam from a reputable company, but never had any sorts of business dealings with
them. It's entirely possible that you offended somebody who knows your E-Mail. Perhaps a co-worker,
classmate, or even a friend you no longer see eye-to-eye with. Powered with just some time, and your
E-Mail account, somebody can sign your account up to many different site's "Keep me updated" links, or
mailing lists. An extreme headache, indeed. To fix this, you generally can click the "Unsubscribe Me" link
in the E-Mail -- but before doing so, please look below under "Dynamic Content in E-Mail."

Spamming yourself

Sounds impossible, right? It isn't. It is very simple for somebody to set up a mail server, and send
e-mails from whatever account they'd like. Most reputable E-Mail clients will check what's called the
"MX Record" of the domain, and verify that the IP matches the sender -- but not all do. So you may
indeed be reading right when you see that the spam is coming from your own E-Mail. There is an easy
method to fix this: Block your own E-Mail. Of course, if you message yourself for any reason (which
many people do to keep online records), then this option isn't going to work well.
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Dynamic Content in E-Mail

Dynamic content refers to anything that isn't text. This could be hyperlinks (even if they're not
underlined), images, videos, etc. Most E-Mail clients provide provisions to disable auto-opening of such
content. Astoundingly, many do not. As creative as you can be about blocking somebody, they can be
that creative to get through to you. They can get images to pop up around these blocks using a plethora
of techniques (HTML Entities, Buffer Overflow), but | won't cover those. Should you find that your client
isn't blocking this content, or somehow people are getting around it, you should check your settings. If
your settings are on "block", your only recourse is to find a new E-Mail provider.

Dynamic content is problematic for a multitude of reasons. To kick off this area, | will first
mention "tracking cookies", a well famed security issue of the internet (which really isn't that bad).
Tracking cookies were unique identifiers to your computer, and allowed advertisers to target your
interests. If you just bought a book on cooking, you may find that a cooking advertisement appears in
your E-Mail account. E-Mail spammers generate a unique ID and tie it to your E-Mail.

For purposes of discussion, imagine that your E-Mail account is email@site.com. A spammer
may use the ID number of 123456 to refer to your account. They will send an image to you like this:

http://www.badsite.com/123456.png

As soon as you open your E-Mail, the image 123456.png is loaded from badsite.com...However
by viewing this image (not even clicking it) a log is made on the server that somebody requested this
image (in this case you). Now they know that your E-Mail is valid and used and they also can reference
up your IP address, and browser. It is very possible to get your location by your IP (a rough estimate,
generally your city/town only). The problem lies in the fact that they know your E-Mail is valid and used,
so now they will spam you -- as opposed to wasting efforts on E-Mail addresses that might not even
exist, or may be abandoned. The same applies to so-called "Unsubscribe Links." These too, can have this
unique identifier in the link:

http://www.badsite.com/unsubscribe.php?id=123456
Again, all you're doing is validating that you still use the account, and that it actually exists. You
won't be unsubscribed, but rather will be subject to additional spam. This doesn't apply for all

"Unsubscribe links", many are legit -- but if the E-Mail is obviously sent with ill-intent, be wary of such
links.

Really, I don't need Viagra

| made this mistake back when | was around 15. | was receiving several "Viagra" oriented E-Mails
a day, and decided I'd take a stand. | replied to the spammers proclaiming "I'm a 15 year old male, how
in the world could you imagine my equipment fails me?"

Well, | just told them that my account is used, and my anti-spam settings were poorly configured. So
much spam ensued that | couldn't possibly find any useful e-mails in the account anymore, so |
abandoned it.
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Crawlers / Bots

Most E-Mails are "harvested" through web crawlers, or web bots. These aren't the same bots
that search engines use, but they might as well be. Crawlers go through the internet, page to page,
seeking out anything that could match as an E-Mail.

For example: XXXXXXXE@XXXXXXXX.XXXX

Armed with this information, they begin sending "probe" E-Mails out, which test your reaction...For
example, they'll use the concepts illustrated in the Dynamic Content in E-Mail section, by sending you
images or unsubscribe links. Once you validate the account, the price goes up. For the innocent: Yes,
advertising companies do purchase lists of E-Mails.

Obfuscating E-Mail Addresses

An almost abused method of avoiding spam is address obfuscating (i.e. making it hard to read).
Common forms of E-Mail Obfuscating:

email at site dot com

email spam at spam site spam dot spam com
Images of E-Mail addresses

JavaScript to cause E-Mail to appear

YV VVYVYY

The general belief behind this tactic is that "humans can weed out the useless information (spam), and
concatenate the good stuff (email@site.com)." While this is true, so can machines.

Take this for example: Go to Google and search for this:
"* at * dot com"

You'll see that | just got really quick collection of 217 Million obfuscated E-Mails. Pretty
impressive. What's even more impressive is that Google won't let you search for the "@" sign, so if you
didn't use this method, it wouldn't show up there. Of course I'm not suggesting that you post your E-
Mail as is, but rather not at all. For your E-Mail to be placed on a page with JavaScript, it would have to
appear in the source code of the site somewhere -- something us people rarely see, but bots and
crawlers only see this. How about the Captchas you see online? You know, those funny squiggly letter
boxes that you have to type in? Well, they have programs that can read those, so believe me, putting
your E-Mail address into an image is a futile attempt at best.

Trusting "Known" Senders

This isn't the best idea. Viruses historically have compromised tons of E-Mail accounts, logged
their contact list, and used the name you have for contacts on file to spam your contacts. The same can
happen to people you know, and you might get a virus due to them having it. Looking back on
"Spamming Yourself", you'll notice that the sender can be spoofed too. Never trust links you get in E-
Mails, for example, your bank's E-Mail.
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Let's pretend you use the fictitious bank "Bank of Some Ocean", with a website
www.BankOfSomeOcean.com.

Compare these website names:

HTTP://WWW.BANKOFSOMEOCEAN . COM
HTTP://WWW.BANKOFSOMEOCEAN . COM
HTTP://WWW.BANKOFSOMEOCEAN . COM
HTTP://WWW.BANKOFSOMEOCEAN . COM

They are all different sites, yet appear very similar (there are even more probabilities than | listed, but
let's not get too redundant on concept). Let's look at them in a different font:

HTTP://WWW.BANKOFSOMEOCEAN.COM
HTTP://WWW.BANKOFSOMEOCEAN.COM
HTTP://WWW.BANKOFSOMEOCEAN.COM
HTTP://WWW.BANKOFSOMEOCEAN.COM

Wow! Nearly impossible to distinguish them now...

As you start to cringe at the fact of such simplistic (albeit effective) deception, remember the
easy solution: Manually type in your banks link, and go from there. Most banks won't link you from an E-
Mail, and even if yours does, don't rely on it...It could very well be fake. If you detect a fake link, you
should contact the institution that they are pretending to be right away -- you are prepared for this now,
you've read this document...But others (your parents? grandparents?) may not have. Reporting it (not
by replying) will help the legal site shut down the fraudulent site. This is a great form of e-community
service, and you might even feel an e-pat on the back. All sarcasm aside, it really is the right thing to do.

Marking E-Mail as "Junk”

Nearly everybody has tried to do this, to no avail. The same message keeps coming back, again
and again. When you report a message as junk, it is sent to your E-Mail providers repository, where after
enough spam reports, the E-Mail will eventually get discarded. So keep reporting bad E-Mails as junk,
this will help build their filters, and help keep your box clean.

If your E-Mail provider doesn't have an option to mark the message as junk without opening it
first, you should consider switching providers. Once you open the message, you're vulnerable to the
exploits in "Dynamic Content in E-Mail." If you ever see a title that is too generic, too personal, or too
odd, don't open it.

A few examples to report as junk:
»  From: Mom Subject: Wow Bob Lerner nice report! (Too personal, my last name from my
Mom?)
> Subject: Well this is cool (too generic)
> You are a long lost relative of (too odd)

Again, some people may send you messages like the "Well this is cool", but beware.
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This site is legit, I'll join their mailing list

If you find yourself upon a site that really interests you, you may want to sign up to it, or join
their mailing list. In the age of RSS and Atom feeds, you may be able to entirely skip this by watching
their feed. But for those that don't have feeds, or only have members-only content, you may have to
sign up to get access to it. (See www.bugmenot.com for a list of generic logins for a lot of sites). If
you can't get access to the content, and you have to give your E-Mail (for activation, or other reasons)
make sure to read the entire Privacy Policy for the site. If you question anything in it, or worse: one
doesn't exist, then do not join the site. This site is bad news.

Keep Contact Lists Current

Keeping your contact lists current is a must-do as well. Imagine accidently selecting an E-Mail
that somebody doesn't use anymore, and it was taken over by a spammer. Your response does one
quick thing -- notifies them of your account, and validates it...So make sure to delete old or unused E-
Mails for people.

Use several E-Mail addresses

Make a "throwaway" e-mail that you use to sign up to sites that you won't miss e-mails from
down the road. This is key in keeping spammers bored, and keeping your "good" accounts clean. Also
make a "business" account, for banking, school, and other non-personal affairs. Finally, make a
"personal" e-mail. The business one will probably be the only one you keep in the long run, because
people love forwarding stuff, and this spreads your E-Mail virally (see Blind Carbon Copy later on). Of
course, use different passwords for each -- but you already know that.

Using Junk and Spam filtering

Those tools aren't there for no reason, use them. You may have to sort through your junk folder
on occasion for useful E-Mails, but it's better that they're there than mixed in with the good stuff.
Enable them.

Classified Ad Sites

Sorry, Craigslist, but you're getting mentioned here. Recently, | posted several items on Craigslist
hoping somebody might bite. To make it easier, | included my phone number. Big, bad, mistake. | started
receiving calls from some "company" wanting to help me sell my truck (I didn't have "contact me with
commercial interests" box checked either). Beyond that, | got an E-Mail on the truck. The younger folk
may never have heard of a "Chevy Luv", but they are an incredibly rare truck now. In an E-Mail, | got a
message requesting that | look up the insurance prices for them on a site, that they couldn't find the
truck listed. Me knowing the rarity, | not only responded with my rates, | went to the site. Upon arrival
to the site, | noticed it was just a white page -- a look at the source code revealed that it used an IFRAME
to include a tracking site. Needless to say, the spam comes in now -- hence this paper.
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Blind Carbon Copy

Blind carbon copy send E-Mails to a group of people, without exposing one another's E-Mail
addresses. You'll see this in your E-Mail client (Says: BCC:) the CC: does the same thing, minus hiding the
addresses. When you forward messages to people, encourage them to take out your address, and
forward it with BCC, and also remove any trailing information (below the dashes):

LOL THAT's FUNNIE!

Sent To:
From: email@site.com
Knock, Knock Whose there?

If everybody did this, it would dramatically reduce spam -- but don't count on it ever happening. The
best thing you can do is either gently inform them that you don't want forwarded messages, or simply
irritate them to the point of them not even considering E-Mailing you.

Finally! The End!
You're now well educated and well versed in E-Mail issues. While there are plenty of them |

didn't cover, and more appearing all the time, this document is a great start to get you on your way. All
of the tricks here make the spammers think you abandoned the account. When they think that, spam
starts going down, you start winning. If you have any questions on this, just shoot me an E-Mail at ...

You didn't think | was serious, right?
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